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This attachment provides the Offer template to be used for responses to P-Covid19:141 Public Heath Digital Transformation Enablement Services to be included in Packet 1 and a redacted version, if applicable, included in Packet 5.  
A. Offers must be organized as indicated in this Offer Template, including the various Appendices that are distinct files.
B. Refer to RFP Section 1, paragraph A.5, Table 1 Offer Organization located in the primary RFP document for an overview of the Offer organization, packets and requirements.

C. Offerors are responsible for reading ALL components of this RFP package and ensuring Offers comply with instructions. Any questions should be submitted as described in RFP Section 1, paragraph A.2.
D. Please note that the Offer (in Packet 1), excluding resumes and appendices, shall not exceed 200 one-sided, single spaced pages using Calibri 11-point font and half inch margins.  
E. Offerors must review all portions of the RFP package and ensure Offers adhere to all submission instructions and requirements.
Mandatory:  
Do not disclose any cost information except in the Excel Workbook as instructed in Section 2 of the RFP.
1.0 Executive Summary

	Instructions

	Provide an Executive Summary of the proposed services, no longer than five pages in length and highlighting the contents of the response to the Statement of Work. Emphasize the most important features offered by the proposed approach and methodology, and include a concise overview summarizing the Offeror’s proposed technical approach, the staffing structure, and planned tasks, including:

A. High-level graphic of the work plan depicting major milestones

B. High-level organizational structure of proposed team

C. A brief discussion of the Offeror’s understanding of the goals and expectations of this RFP, high-level approach along with the reasons why the Offer response might represent the best value to the State


Offeror Narrative Response:  

2.0 Qualifications and Experience
2.1 Offeror Background

	Instructions

	Provide details regarding the Offeror’s background, size, and corporate resources.


Offeror Narrative Response:  

2.2 Relevant Offeror Experience

	Instructions

	Use the template provided below in Table 1: Offeror Experience Template (copying as necessary) to list all corporate experience relevant to the solution and services solicited in this RFP. Include all relevant experience and provide contact information for every example provided. The time frame for reporting experience is 2012 to the present. The State reserves the right to contact any states or other Offeror clients for information regarding the Offeror’s performance.

In addition, provide the following information in the “Narrative” section of Table 1:

A. Describe how experience on projects of similar size, scope and technical components is relevant to the services in this RFP.

B. Describe the process and procedures the Offeror has implemented to ensure security and protect individual privacy.

C. Describe any problems or failures the Offeror encountered in that work, how these were resolved, and lessons learned.

D. Highlight specific details regarding current contractual obligations and corporate resources. The Offeror must be able to substantiate to the satisfaction of the State that the Offeror has enough resources to successfully meet all RFP requirements, including deliverables and timeline requirements. 

E. Describe Offeror’s experience working with similar contracts, including any experience working with applicable State and federal regulations, including relevant State and federal privacy, confidentiality, and security rules such as those listed in Attachment B – State Standard Security Requirements.


Table 1: Offeror Experience Template
	Project Name:  

	Client Name and Address:


	Exact Primary Scope of Offeror’s Contract with this Client:



	Offeror’s Role (prime, sub, other): 


	Years Engaged: 

	Actual or Estimated Annual Contract Value:


	

	Type of System/Services Included in the Contract Scope:

☐Licensing and Certification System

☐Electronic Disease Surveillance System

☐Other Public Health System (Please describe)

☐Other Health and Human Services System (Please describe)

☐Organization Change Management Services

☐Multi-Vendor Integration Services

☐Other Systems or Services (Please describe)
	Programs Included in the Contract Scope:

☐Long-term Care

☐Disease Management and Surveillance

☐Other Public Health Programs (Please describe)

☐Other Health and Human Services Programs (Please describe)

☐Other Programs (please describe)

	Contact Name and Title:


	Contact Phone and Email:

	Narrative: Use this space to provide the narrative information requested in the instructions regarding the Offeror’s Experience.




2.3 References

	Instructions

	Review Attachment H – Reference Questionnaire and follow the instructions to obtain completed reference questionnaires from each client for each of the projects listed as relevant experience in the preceding section (section 2.2 of this Attachment O).

A. The State requires a minimum of three (3) references for each Offeror. 

B. References should be from Health and Human Services Agencies where the Offeror provided services like those required by this RFP for programs of similar size and criticality. The references must be for the Offeror; references for subcontractors or staff will not be considered in meeting this reference requirement.
C. Completed Reference Questionnaires must be signed and dated.  Electronic signature is acceptable.
D. Copy/Paste the completed reference questionnaires into this section 2.3 of the Offer.


Completed Reference Questionnaires:  

3.0 Proposed Staffing
3.1 Approach to Staffing

	Instructions

	The Vendor must employ enough staff to provide all contracted services and meet all requirements within the two-year contract term. 
Describe the Offeror’s approach to staffing the project to meet all requirements described in this RFP. The State has identified required Key Staff positions in Attachment G – Proposed Key Staff. Key Staff must be assigned full-time to the program. 
Offerors should carefully consider the requirements of this RFP and goals stated within when developing their staffing approach. Staff identified by the Vendor shall possess a combination of the following skills, certifications, and experience. 

1) Experience working with or for federal agencies with whom the State interfaces including Social Security Administration, Internal Revenue Service, Centers for Medicare & Medicaid Services, and Food and Nutrition Services

2) Active Project Management Professional (PMP) certification

3) IT Infrastructure Library (ITIL) certification Practitioner (or higher) or TOGAF 9 certification 

4) IT Infrastructure Library (ITIL) certification Practitioner (or higher) or TOGAF Business Architecture certification

5) Certified Information Systems Security Professional (CISSP) or documented training in the field of Security and Risk Management, Software Development Security, Security Assessment and Training, or Security Operations

6) Certified ScrumMaster (CSM) or Agile Certified Practitioner (ACP)

7) Documented training and experience related to the application of industry standard quality assurance practices

8) Documented years of experience for staff roles as listed in Attachment G – Proposed Key Staff.
Provide the following information:

A. Organization and staffing during the contract term. 

B. Full-time, part-time, and temporary status of all proposed project team members.
C. The anticipated roles of personnel during the contract term and all proposed team leaders, including definitions of their responsibilities during the contract term.
D. Definitions of each role and the associated responsibilities for these.


Offeror Narrative Response:  

3.2 Key Personnel

	Instructions

	The State has identified required Key Staff positions in Attachment G – Proposed Key Staff. Key Staff must be assigned full-time to the program.
A. Provide a mapping of proposed Key Staff and their skills and qualifications aligned with the requirements expressed in Attachment G – Proposed Key Staff.
B. Identify any additional Key Staff roles, if needed, to fulfill the State’s requirements. 
C. Copy/Paste the Staff Resume Tables (from Attachment G) for each of the proposed Key Staff into this section 3.2 of the offer.


Offeror Narrative Response and Key Staff Resumes:  

4.0 Location Where Services Will be Performed

	Instructions

	As described in the RFP, Section 1, D.5, all services shall be performed in the United States.

Figure 1 RFP Section 1, Paragraph D.5

[image: image1.png]D.5 'WHERE SERVICES ARE TO BE PERFORMED

D.5.1 Unless otherwise disclosed in this section, all services shall be performed in the United
States. This information and the economic impact on Illinois and its residents may be considered
in the evaluation. If the Offeror performs the services purchased hereunder in another country
in violation of this provision, such action may be deemed by the State as a breach of the
contract by Offeror.

D.5.2  Offeror shall disclose the locations where the services required shall be performed and the
known or anticipated value of the services to be performed at each location. If the Offeror
received additional consideration in the evaluation based on work being performed in the
United States, it shall be a breach of contract if the Offeror shifts any such work outside the
United States.





In the Offer Narrative Response, please provide the following:

A. Location where services will be performed
B. Percentage of contract of services performed at this location


Offeror Narrative Response:  

5.0 Work Plan

	Instructions

	Provide a work plan for the two-year contract period that demonstrates the Offeror’s understanding of the services requested in this RFP. Include:

A. A narrative response that provides:

i. assumptions or constraints identified by the Offeror

ii. explanation for how the proposed Work Plan reduces risks to the State

iii. alignment with the proposed development methodology and target state solutions to be delivered prior to the conclusion of the contract term

B. A project workplan to fulfill the requirements in this RFP that includes:

i. Proposed phases, tasks, subtasks 
ii. Timeframes assuming a project start of December 1, 2022.
iii. Dependencies between tasks

iv. All required deliverables (refer to Attachment J – Service Requirements and Deliverables as well as the expected minimum deliverables specified in Attachment I – Cost Workbook)

v. Deliverable creation timelines must include the development and approval of the required Deliverable Expectation Documents (DED), initial deliverable submissions, at least five days for State review of each deliverable, and the target submission of final version of deliverable

vi. Include the workplan as a separate file as Appendix F of the Packet 1 Offer.


Offeror to add Appendix F to this Offer with the workplan file. Narrative Response to be provided below:  

6.0 Response to Solution Functional Requirements

6.1 LLCS Functional Requirements

6.1.1 Narrative Response to LLCS

	Instructions

	Please review Attachment L – LLCS Solution Functional Requirements and provide a description of the approach to satisfying these requirements.  This description must include a commitment to implement the full set of functional requirements in a stable solution in production use by the end of the contract term or an alternative proposal to implement a subset of the requirements listed in Attachment L. 

If the Offeror proposes to implement a subset of the Attachment L functional requirements, then the narrative response must include an explanation of the subset and how it might deliver value to the State, any risks associated with proposal, and a justification for why the full operational capabilities in Attachment L cannot be reasonably put into production use within the contract term.


Offeror Narrative Response:  

6.1.2 Requirement-Level Response to LLCS 

	Instructions

	Please review Attachment L – LLCS Solution Functional Requirements and follow the instructions contained within.  Provide the required content, specified in Attachment L, as a separate file that is Appendix A of the Offer.


Offeror to add Appendix A to this Offer, using Attachment L for instructions and Content.  

6.1.3 Licensing for LLCS 

	Instructions

	Please review Attachment L – LLCS Solution Functional Requirements and describe the Offeror’s approach to meeting the Licensing requirements described in Attachment L.  

The narrative response must include, but not be limited to addressing the items below:
A. Describe the Solution’s capabilities to capture data for the purpose of LTC facility licensing, renewals, fee payments, changes of ownership, and other maintenance forms.
B. Describe the solution’s ability to create and maintain online profile, so that facilities can easily access and maintain their profile data.
C. Describe the Solution’s ability to successfully view and track all necessary aspects of LTC Licensing so it adheres to all pertinent codes and regulations.
Describe the Solution’s ability to provide notifications so that license renewals and status changes related to LTC facilities can be done in an efficient manner.


Offeror Narrative Response:  

6.1.4 Compliance Assurance for LLCS 

	Instructions

	Please review Attachment L – LLCS Solution Functional Requirements and describe the Offeror’s approach to meeting the Compliance Assurance requirements described in Attachment L.  

The narrative response must include, but not be limited to addressing the items below:
A. Describe the Solution’s capabilities to allow for the review, status tracking, and recording the outcome or resolution for all surveys relating to Long Term Care to  ensure the health and safety of patients and residents and enforce compliance with State and Federal mandates.
B. Describe the Solution’s capabilities with Survey Documentation, Survey Review, Statement of Deficiency (SOD)/Notice of Findings, Notice Response, Informal Dispute Resolution, Process Violations, Process Determinations, Process Notice of Violation Response, Track Hearing, Close file and Process Revocation.



Offeror Narrative Response:  

6.1.5 Surveys for LLCS 

	Instructions

	Please review Attachment L – LLCS Solution Functional Requirements and describe the Offeror’s approach to meeting the Surveys requirements described in Attachment L.  

The narrative response must include, but not be limited to addressing the items below:
A. Describe the Solution’s capabilities that support scheduling and oversite of the various types of surveys within the Long Term Care Program, so DPH is in compliance with State and Federal mandates.

B. Describe the Solution’s capabilities to Perform and Document Surveys, Survey Staff Administration, Survey Scheduling and Tracking and Setting Annual Survey dates/time frames.



Offeror Narrative Response:  

6.1.6 Waiver for LLCS 

	Instructions

	Please review Attachment L – LLCS Solution Functional Requirements and describe the Offeror’s approach to meeting the Waiver requirements described in Attachment L.  

The narrative response must include, but not be limited to addressing the items below:
A. Describe the Solution’s capabilities to review, approve, log, and track waivers, so DPH is in compliance with State and Federal mandates.
B. Describe the Solution’s capabilities to perform Waiver Submission, Waiver Review, New Waiver Approval and Waiver Notification.


Offeror Narrative Response:  

6.1.7 Central Registry for LLCS 

	Instructions

	Please review Attachment L – LLCS Solution Functional Requirements and describe the Offeror’s approach to meeting the Central Registry requirements described in Attachment L.  

The narrative response must include, but not be limited to addressing the items below:
A. Describe the Solution’s capabilities and functionality to allow the submission, intake, and investigation of Complaints.
B. Describe the Solution’s capabilities to file a complaint, process complaint and manage special investigations.


Offeror Narrative Response:  

6.1.8 Reporting and Analytics for LLCS 

	Instructions

	Please review Attachment L – LLCS Solution Functional Requirements and describe the Offeror’s approach to meeting the Reporting and Analytics requirements described in Attachment L.  

The narrative response must include, but not be limited to addressing the items below:
A. Describe the Solution’s capabilities and functionality to meet the reporting and analytics needs of the organization.


Offeror Narrative Response:  

6.1.9 Construction for LLCS 

	Instructions

	Please review Attachment L – LLCS Solution Functional Requirements and describe the Offeror’s approach to meeting the Construction requirements described in Attachment L.  

The narrative response must include, but not be limited to addressing the items below:
A. Describe the Solution’s capabilities and functionality capabilities to review, approve, and inspect construction projects, so DPH complies with State and Federal mandates.
B. Describe the Solution’s capabilities to provide and manage Construction Permits, Project Request letters, Interim letters, Exemption letters, Extension letters, Construction Permit Timeframes, Sufficient Review, Stage Review, Interim Inspections and Cert Packs.


Offeror Narrative Response:  

6.1.10 Legal for LLCS 

	Instructions

	Please review Attachment L – LLCS Solution Functional Requirements and describe the Offeror’s approach to meeting the Legal requirements described in Attachment L.  

The narrative response must include, but not be limited to addressing the items below:
A. Describe the Solution’s capabilities and functionality to allow for scheduling, tracking, and documentation of the outcome of hearings and other Long Term Care legal issues.
B. Describe the Solution’s capabilities and functionality to manage Hearing requests/Case assignment, ALJ Assignment, Prehearing Conferences, Initial Processing, Revocation Case Processing, Motions, Evidentiary Hearings/Trials, Post-Hearings, Attorney General Referrals, and Settlements.


Offeror Narrative Response:  

6.2 EDSS Functional Requirements

6.2.1 Narrative Response to EDSS
	Instructions

	Please review Attachment M – EDSS Solution Functional Requirements and provide a description of the approach to satisfying these requirements.  This description must include a commitment to implement the full set of functional requirements in a stable solution in production use by the end of the contract term or an alternative proposal to implement a subset of the requirements listed in Attachment M. 

If the Offeror proposes to implement a subset of the Attachment M functional requirements, then the narrative response must include an explanation of the subset and how it might deliver value to the State, any risks associated with proposal, and a justification for why the full operational capabilities in Attachment M cannot be reasonably put into production use within the contract term.


Offeror Narrative Response:  

6.2.2 Overall EDSS
	Instructions

	Please review Attachment M – EDSS Solution Functional Requirements and describe the Offeror’s approach to meeting the 1.0 Overall EDSS requirements described in Attachment M.

The narrative response must include, but not be limited to addressing the items below:

A. Describe the Solution’s capabilities to allow user management within the application.

B. Describe the Solution’s capabilities to develop disease and users’ level specific workflows for the management of disease investigations and surveillance

C. Describe the Solution’s capabilities to provide Local Health Departments (LHDs) with case management and workflow functionality to support the surveillance and follow-up processes used during public health investigations.  

D. Describe the Solution’s capabilities to allow for import of data from other state systems, including contact tracing (Salesforce), REDCap, and large data cleaning projects.  

E. Describe the Solution’s capabilities to integrate with other state data systems including Salesforce, REDCap, Outbreak Reporting System (ORS), Illinois Vital Records System (IVRS), Immunization Registry, Adverse Pregnancy Outcomes Reporting System (APORS).

F. Describe how the outbreak management system will integrate case and outbreak data and allow for management of outbreaks of disease not included in the case surveillance system.  

G. Describe in detail the outbreak management Solution’s capability to generate data reports, including ad hoc queries, and report outbreak data to CDC.  




Offeror Narrative Response:  

6.2.3 Data Exchange for Disease Reporting
	Instructions

	Please review Attachment M – EDSS Solution Functional Requirements and describe the Offeror’s approach to meeting the 2.0 Data Exchange for Disease Reporting requirements described in Attachment M.

The narrative response must include, but not be limited to addressing the items below:
A. Describe the Solution’s capabilities to ingest negative lab reports, connect those reports to existing cases, and deduplicate negative data to serve as denominator data for calculating testing data.  

B. Describe the Solution’s capabilities for a Page Builder module for design of data collection forms which allows for on-the-fly modifications for changes to modules and addition of emerging diseases.

C. Describe the Solution’s capabilities to customize business rules to be developed for all disease modules.  

D. Describe the Solution’s capabilities to ingest electronic case reports (eCR) and electronic lab reports, including capability to ingest eCR and map fields to specified module fields and append an HTML file of eCR to be viewable to the user.  


Offeror Narrative Response:  

6.2.4 Standardization and Organization of Data and Disease Modules
	Instructions

	Please review Attachment M – EDSS Solution Functional Requirements and describe the Offeror’s approach to meeting the 3.0 Standardization and Organization of Data and Disease Modules 
requirements described in Attachment M.

The narrative response must include, but not be limited to addressing the items below:

A. Describe the disease/conditions supported by the Solution, how diseases/conditions can be added and how complex this undertaking is.

B. Describe which standard coding systems are supported and linked to disease/conditions and how local or custom code systems are incorporated by the Solution.

C. Describe how Outbreak Management is supported by the Solution


Offeror Narrative Response:  

6.2.5 Reporting and Analytics
	Instructions

	Please review Attachment M – EDSS Solution Functional Requirements and describe the Offeror’s approach to meeting the 4.0 Reporting and Analytics requirements described in Attachment M.

The narrative response must include, but not be limited to addressing the items below:
A. Describe the Solution’s extensible Data Warehouse capabilities for a unified repository used to report and analyze information using a common data model. 
B. Describe Reporting module capabilities to extract data for analysis, visualization, and reporting. 

C. Describe the Solution’s capabilities for a reporting feature for canned and ad hoc reports for both health department and provider-based users.  

D. Describe the Solution’s capabilities for the reporting functionality of all variables collected, including how they are viewable in the reporting database within 30 seconds from entry in the transactional database and importation of all legacy data into the database.  




Offeror Narrative Response:  

6.2.6 Case and Disease Management Workflow
	Instructions

	Please review Attachment M – EDSS Solution Functional Requirements and describe the Offeror’s approach to meeting the 5.0 Case and Disease Management Workflow requirements described in Attachment M.
The narrative response must include, but not be limited to addressing the items below:
A. Describe the Solution’s capabilities to log actions by users and allows for auditing of workflow, who logged in, when, what cases were viewed, what was changed within the case.  
B. Describe the Solution’s capabilities to allow cases to be deduplicated as part of the process flow.  

C. Describe the Solution’s capabilities to unmerge the automatically merged reports.   

D. Describe the Solution’s capabilities for automatic detection of duplicates and an automated merge based on comparison of the duplicate records. 
E. Describe the Solution’s capabilities of mass updates through workflows.  

F. Describe the Solution’s capabilities to support mass updates through file imports.  

G. Describe the Solution’s capabilities for ingesting nonstandard flat files.



Offeror Narrative Response:  

6.2.7 Other
	Instructions

	Please review Attachment M – EDSS Solution Functional Requirements and describe the Offeror’s approach to meeting the 6.0 Other requirements described in Attachment M.
The narrative response must include, but not be limited to addressing the items below:
A. Describe the Solution’s capabilities for automated alerts for diseases and automated process alerts.  
B. Describe the Solution’s capabilities to allow electronic transfer of cases to other states. 

C. Describe the Solution’s capabilities to Data Archiving to ensure that historical records are kept for auditing purposes and records are only flagged as deleted (no hard deletes of records are allowed). 
D. Describe the Solution’s capabilities to employ a probabilistic matching scheme for all merges of data and manual name search with algorithms using double meta and Soundex.  




Offeror Narrative Response:  

6.2.8 Requirement-Level Response to EDSS 

	Instructions

	Please review Attachment M – EDSS Solution Functional Requirements and follow the instructions contained within.  Provide the required content, specified in Attachment M, as a separate file that is Appendix B of the Offer.


Offeror to add Appendix B to this Offer, using Attachment M for instructions and Content.  

7.0 Response to Solution Technical Requirements

7.1 Requirement-Level Response to Technical Requirements 

	Instructions

	Please review Attachment N – LLCS and EDSS Technical Requirements and follow the instructions contained within.  Provide the required content, specified in Attachment N, as a separate file that is Appendix C of the Offer.


Offeror to add Appendix C to this Offer, using Attachment N for instructions and Content.  

7.2 Narrative Response to Response to Technical Requirements

	Instructions

	Please review Attachment N – LLCS and EDSS Technical Requirements and provide a description of the approach to satisfying these requirements through responses to questions presented below.  


7.2.1 General Technical Solution Approach 

	Instructions

	Describe in detail the overall technical approach and proposed System architecture/design. At a minimum, please describe: 

A. How the technical design/architecture will meet the technical requirements and deliver the business objective, focusing on delivering against the IDPH vision for the future state EDSS and LLCS Systems  

B. How the technical design will ensure sharing of data and information across the IDPH future state EDSS and LLCS Systems and IDPH sister health and human services agencies 

C. How the technical design aligns with IDPH technology standards and/or preferences and justification for any deviations from the standards and/or technology component mandates and preferences

D. How each of the proposed solution components will be used to fulfill the Solution design for the future state EDSS and LLCS Systems 

E. Additionally, describe in detail how the Vendor’s approach to the technical requirements will leverage cloud native platforms and COTS solutions and tools to minimize custom development. If custom development is required, include a detailed description of where and how customization would be undertaken to fulfill specific functionality that cannot be fulfilled by alternative ways
F. IDPH would like to have full access to source code and executable code related to any customizations. Describe how this ownership transfer and access is facilitated by your proposal.


Offeror Narrative Response:  

7.2.2 Usability

	Instructions

	Describe the design approach and the characteristics of the user interface for the System. The System must be designed to utilize a browser based or a mobile client that can provide feature rich applications that can be updated over the Wide Area Network (WAN) and the Internet and should deliver a consistent user experience to the various user groups. At a minimum, please describe: 

A. How the User interface will support different types of users (e.g., end users who log in very infrequently and end users who log in daily) using fixed location and mobile devices

B. How the System will allow the users to easily navigate to a variety of functions available to them without having to move sequentially through excessive menus and screens

C. How the System will allow incomplete data sets to be saved for completion of the workflow at a later time

D. How the System will have the capability to push messages to the intended workers without requiring them to specifically inquire for the data

E. How the System will maintain compatibility with the three (3) most current versions of each browser (Chrome, Edge and Safari), provide data over a web browser interface (i.e., HTML over HTTP) and will include the capability to encrypt the data communicated over the network via SSL (HTML over HTTPS)


Offeror Narrative Response:  

7.2.3 Audit and Compliance

	Instructions

	Describe how the Vendor’s approach and capabilities will meet Audit and Compliance requirements. At a minimum, please describe the Vendor’s approach to: 

A. Providing the capability to audit records in a manner suitable for the user to interpret the information

B. Providing the capability to generate reports based on ranges of System date and time that audit records were collected

C. Providing the capability to integrate audit trails and data access audit trails in a consolidated searchable system for search/report, including audit trails based on deprecated rules or policies

D. Providing an audit trail of all pertinent events, giving due consideration to storage space and performance constraints. Examples of these events include:

1. System start-up and shutdown

2. Successful and unsuccessful login attempts

3. User actions to access files or applications (successful and unsuccessful)

4. Actions taken by System administrators and security personnel

5. All administrative actions performed on the System (e.g. adding users)

6. Permission changes

7. Creation of users and objects

8. Deletion and modification of System files

9. Registry key / kernel changes

10. Skipped or rejected alerts 

11. Changes, additions or deletions to data (including operational and security data) sets identified by management

12. Out of normal System operations usage or user access

13. Session timeout and account lockouts

14. Backup and restores


Offeror Narrative Response:  

7.2.4 Performance and Availability

7.2.4.1 System Performance Requirements Approach
	Instructions

	Describe the Vendor’s approach for the System to meet performance standards and how the data will be measured and reported. At a minimum, describe the ability of the Vendor’s System architecture to support:

A. Internal State, IDPH, Local Health Department and County staff, and external participants with their use of the future state EDSS and LLCS Systems 

B. Mission-critical services/SLAs

C. Ease of management

D. Ability to upgrade (ease and compatibility)

E. Meeting System response time requirements


Offeror Narrative Response:  

7.2.4.2 System Availability Requirements Approach
	Instructions

	The Vendor is responsible for delivering a cost-effective, high-availability environment that minimizes the frequency and impact of System failures, reduces downtime, and minimizes recovery time in the event of catastrophic failure. At a minimum, describe the Vendor’s approach to providing a highly available System, and:

A. How the System will have the ability to support session replication and transparent failover using high-availability architectural options

B. How the System will be designed to support the planned Public Health Solutions and any anticipated expansion in scope of connectivity

C. How the System will allow access for 24x7x365 with a 99.9% uptime SLA Target, with the exception of scheduled downtime

D. How the System will leverage cloud and virtualization to expedite disaster recovery.  Virtualization design must enable IDPH quickly reconfigure system platforms without having to acquire additional hardware.


Offeror Narrative Response:  

7.2.5 Interface List

	Instructions

	Describe the Vendor’s approach and any experiences the Vendor has in integrating with the data sources similar to those listed in Template N – Technical Requirements Traceability Matrix, tab G4 Interface List, the technical challenges faced and how these challenges were overcome.


Offeror Narrative Response:  

7.2.6 Cloud and Remote Hosting

	Instructions

	Describe the hosting approach for both EDSS and LLCS solutions, touching on the following key characteristics and operational facets of the cloud or remote hosting environment:

A. Availability and Fault Tolerance
B. Security

C. Compliance

D. Architecture

E. Manageability

F. Service Levels

G. Support

H. Costs


Offeror Narrative Response:  

7.2.7 Interoperability / Hybrid Integration Platform
	Instructions

	Describe the interoperability features and capabilities of the Vendor’s System, specifically in providing support for integrating various applications with SOA and event-driven architectures in a manner that supports the following implementation strategies:

A. Web Services: Web Services Interoperability (WS-I) Organization-compliant implementation of basic Web services standards, including SOAP, WSDL and Universal Description, Discovery and Integration (UDDI), as well as higher-level Web services standards, such as WS-Security

B. Representational State Transfer: Support for XML-based messages, processing and HTTP, and XHTML


Offeror Narrative Response:  

7.2.8 Scalability and Extensibility

	Instructions

	Describe the Vendor’s approach to the scalability and extensibility of the System. Describe how the Vendor’s System would scale for multiple business units with different missions. For example, if Department ‘x’ and Department ‘y’ both want to take advantage of automated case management, how would the System handle increasing users while maintaining responsiveness and ensuring security, privacy and compliance? At a minimum, describe the ability of the Vendor’s System architecture to support:

A. Ability to meet future growth

B. Configurability

C. Flexibility to keep up with changing technology and regulatory needs

D. Ease of maintenance


Offeror Narrative Response:  

7.2.9 Security and Access Control
7.2.9.1 Security and Regulatory Compliance
	Instructions

	Describe the Vendor’s approach to harmonizing the regulatory requirements, audit compliance and security needs of the System. At a minimum, describe the ability of the Vendor’s System architecture to support:

A. Adhering to, harmonizing, and enabling the listed Federal, State and local regulations

B. Protecting and securing the information assets within the System

C. Enabling Identity and Access Management

Describe the Vendor’s approach to ensure State data will be isolated and protected. Please explain the architecture and the related security model to support State of IDPH Security and Privacy requirements.


Offeror Narrative Response:  

7.2.9.2 Identity and Access Management
	Instructions

	Describe the Vendor’s approach to support technical controls and technology solutions that must be secured to ensure the overall security of the System including, but not limited to:

A. Providing security-related input into IT infrastructure, system and application design

B. Leveraging published industry and Federal government standards and models to apply security best practices

C. Supporting, enabling and extending the security policy by providing specific security-related guidance to decision makers

D. Addressing the capability to provide user and site authentication

E. Supporting VPN access

F. Recovering from a failure of any single element

G. Easily serviceable

H. Supporting the establishment and active management of data sensitivity levels

I. Application and system hardening processes

IDPH considers the use of the State of Illinois’ security infrastructure (including Okta) mandatory for the Future System.  


Offeror Narrative Response:  

7.2.10 SaaS as Platform

	Instructions

	The Vendor must ensure that the responses to this section are in alignment with the requirements set forth in Template N – Technical Requirements Traceability Matrix, Section T5.

Describe the characteristics of the cloud native SaaS as a Platform that is being proposed to meet the needs of IDPH? At a minimum, describe the ability of the platform to support:

A. Identity and Access Management

B. Integration

C. Development

D. Management

E. Security

F. Storage

G. Network

H. Service Level Management

I. Support and Communications


Offeror Narrative Response:  

7.2.11 Solution Administration and Management

The Vendor must ensure that the responses to this section are in alignment with the requirements set forth in Template N – Technical Requirements Traceability Matrix, Section T6.

7.2.11.1 Solution Administration and Management 

	Instructions

	Describe the Solution Administration tools and procedures that are included in the Solution to ease the administration of the System, including any required customizations and third-party tools, and how these would be integrated into the IDPH future state EDSS and LLCS Systems Platform environment. Describe the proposed overall management framework, including:

A. Application management and monitoring 

B. Alert Management 

C. Systems management and monitoring

D. Event management

E. Security Workflow Management

F. Identity and Access Management

G. Network management and monitoring

H. Performance monitoring

I. Print Prioritization & Management

J. Workload Management

K. Data Archiving and Data Backup

L. Web services management


Offeror Narrative Response:  

7.2.11.2 Performance Monitoring and Management

	Instructions

	Describe the Vendor’s methodology for monitoring and reporting System performance, as well as the Vendor’s approach to technology management.  This includes the methods for centrally managing System resources such as servers, backup, archiving, and recovery equipment, databases and applications. Address methods for auditing, tracing and scanning the System. Provide details on the use of specialized tools the Vendor will use to automate and track monitoring and management activities.

The Vendor’s response, at a minimum, must take the following topics into consideration while providing the details:

A. System and Platform activities, components and configurations monitored and logged

B. Monitoring metrics provided as reports, dashboards and alerts

C. Catering for a variety of Performance Monitoring stakeholder roles

The Vendor should propose one or more monitoring tool(s) to proactively monitor the performance of key infrastructure components of the proposed Systems as well as the overall end user experience.


Offeror Narrative Response:  

8.0 Response to Service Requirements

8.1 Service Requirements List  

	Instructions

	Please review Attachment J – Service Requirements and Deliverables and follow the instructions contained within.  Provide the required content, specified in Attachment J, as a separate file that is Appendix D of the Offer.


Offeror to add Appendix D to this Offer, using Attachment J for instructions and Content.  

8.2 Project Management

	Instructions

	Please review Attachment J – Service Requirements and Deliverables and describe the Offeror’s approach to meeting the Project Management service requirements described in Attachment J.


Offeror Narrative Response:  

8.3 Requirements Validation

	Instructions

	Please review Attachment J – Service Requirements and Deliverables and describe the Offeror’s approach to meeting the Requirements Validation service requirements described in Attachment J.


Offeror Narrative Response:  

8.4 Solution Design and Development/Configuration

	Instructions

	Please review Attachment J – Service Requirements and Deliverables and describe the Offeror’s approach to meeting the Solution Design and Development/Configuration service requirements described in Attachment J.

The narrative response must include a description of the development methodology that is proposed as well as a justification for why the proposed approach best ensures a successful outcome for the State.


Offeror Narrative Response:  

8.5 Data Migration
	Instructions

	Please review Attachment J – Service Requirements and Deliverables and describe the Offeror’s approach to meeting the Data Migration service requirements described in Attachment J.


Offeror Narrative Response:  

8.6 Testing

	Instructions

	Please review Attachment J – Service Requirements and Deliverables and describe the Offeror’s approach to meeting the Testing service requirements described in Attachment J.

The narrative response must describe the proposed tools and processes to meet the requirements in addition to any additional value-added activities proposed to help ensure the quality of the solution.


Offeror Narrative Response:  

8.7 Training

	Instructions

	Please review Attachment J – Service Requirements and Deliverables and describe the Offeror’s approach to meeting the Training service requirements described in Attachment J.


Offeror Narrative Response:  

8.8 PaaS / SaaS (Solution Provisioning)

	Instructions

	Please review Attachment J – Service Requirements and Deliverables and describe the Offeror’s approach to meeting the PaaS / SaaS (Solution provisioning) service requirements described in Attachment J. 
In the narrative response, please also describe the target solution architecture including any COTS, PaaS, SaaS, or pre-build/configured SaaS as a Platform solutions. Refer to Attachment E – Technical Background and Target Architecture for additional description of the State’s architecture preferences which should be addressed in the narrative response as well.  


Offeror Narrative Response:  

8.9 Cutover/Deployment

	Instructions

	Please review Attachment J – Service Requirements and Deliverables and describe the Offeror’s approach to meeting the Cutover/Deployment service requirements described in Attachment J.

The narrative response must also describe the proposed hyper-care in the period following each go-live event, included the proposed criteria for exiting hyper-care.


Offeror Narrative Response:  

8.10 Maintenance and Operations

	Instructions

	Please review Attachment J – Service Requirements and Deliverables and describe the Offeror’s approach to meeting the Maintenance and Operations service requirements described in Attachment J.

The narrative must also describe the proposed go-live events and dates and discuss the maintenance and operations services that might differ between the two solutions (LLSC and EDSS).


Offeror Narrative Response:  

8.11 Exit Transition

	Instructions

	Please review Attachment J – Service Requirements and Deliverables and describe the Offeror’s approach to meeting the Exit Transition service requirements described in Attachment J.

The narrative response must also describe how the Offer minimizes the risks to the State given a transition to a different contract (and potentially different vendor) at the conclusion of the two-year contract term for this RFP.


Offeror Narrative Response:  

8.12 Multi-Vendor Integration (MVI)

	Instructions

	Please review Attachment J – Service Requirements and Deliverables and describe the Offeror’s approach to meeting the MVI service requirements described in Attachment J.

Narrative responses must describe how the Offer minimizes risks to the State.


Offeror Narrative Response:  

8.13 Organizational Change Management (OCM)

	Instructions

	Please review Attachment J – Service Requirements and Deliverables and describe the Offeror’s approach to meeting the OCM service requirements described in Attachment J.

Narrative responses must describe how the Offer minimizes risks to the State.


Offeror Narrative Response:  

8.14 Deliverables

	Instructions

	Please review Attachment J – Service Requirements and Deliverables and describe the Offeror’s approach to developing the deliverables described in Attachment J.

Include in this description, any deliverables that would be delivered multiple times (e.g., to align with proposed go-live events for iterations, for example) and a description of any additional deliverables proposed that are not listed in Attachment J but which the Offeror proposes to include as a formal deliverable (with associated cost in Attachment I – Cost Workbook) or informal work-product.


Offeror Narrative Response:  

9.0 Response to Performance Management and Service Level requirements

9.1 Narrative Response
	Instructions

	Please review Attachment K – Performance Management and Service Level Requirements and provide a description of how the Offeror proposes to satisfy the requirements specified in Attachment K.

The narrative response must include:

A. Description of tools, processes, instrumentation that will be used to track, measure, and report on adherence to service level and performance management requirements




Offeror Narrative Response:  

9.2 Completed Service Level Requirements and Performance Management Traceability Matrix
	Instructions

	Please review Attachment K – Performance Management and Service Level Requirements and follow the instructions contained within.  Provide the required content, specified in Attachment K, as a separate Excel file that is Appendix E of the Offer.


Offeror to add Appendix E to this Offer, using Attachment K for instructions and Content.  

10.0 Appendix A: Response to LLCS Solution Functional Requirements

Instructions:  Separate file packaged with the Offer, per instructions in Attachment L – LLCS Solution Functional Requirements.
11.0 Appendix B: Response to EDSS Solution Functional Requirements

Instructions:  Separate file packaged with the Offer, per instructions in Attachment M – EDSS Solution Functional Requirements.
12.0 Appendix C: Response to LLCS and EDSS Technical Requirements

Instructions:  Separate file packaged with the Offer, per instructions in Attachment N – LLCS and EDSS Technical Requirements.
13.0 Appendix D: Response to Service Requirements

Instructions:  Separate file packaged with the Offer, per instructions in Attachment J – Service Requirements and Deliverables.
14.0 Appendix E: Response to Performance Management and Service Level Requirements

Instructions:  Separate file packaged with the Offer, per instructions in Attachment K – Performance Management and Service Level requirements.
15.0 Appendix F: Project Workplan

Instructions:  Separate file packaged with the Offer, per instructions in Section 5 of this Attachment O – Offer Template.
16.0 Appendix G: Commitment to Diversity

Instructions:  Separate file packaged with the Offer, per instructions in RFP Attachment C – Commitment to Diversity and additional description in the RFP Section 1.B.
17.0 Appendix H: HIPAA Business Associate Agreement

Instructions:  Separate file packaged with the Offer, per instructions in RFP Attachment A – HIPPA Business Associate Agreement. 
END OF ATTACHMENT O – OFFER TEMPLATE
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